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[bookmark: _Toc414451488]Introduction to GRA Service Specifications

In the context of the GRA and Service-Oriented Architecture [SOA] in general, a service is the means by which one partner gains access to one or more capabilities offered by another partner.  Capabilities generate real-world effects that can be as simple as sharing information or can involve performing a function as part of a complex process or changing the state of other related processes.  Government organizations have numerous capabilities and a multitude of partner organizations, both inside and outside of their traditional communities.  There are significant benefits for these organizations to share information and have access to each other's capabilities.  Achieving interoperability among these organizations requires alignment of business and technical requirements and capabilities.  In addition, it is critical to have a consistent way of specifying these requirements and capabilities and sharing them across organizational boundaries.  The GRA was developed to facilitate interoperability and to assist in meeting other key requirements common in a complex government information-sharing environment.  In order to achieve interoperability, a consistent approach must be defined to identify, describe, and package services and their interactions in many different technical environments, across multiple government lines of business, at all levels of government, and with partner organizations. 

The GRA defines a service interface as “the means for interacting with a service.”  It includes specific protocols, commands, and information exchange by which actions are initiated on the service.  A service interface is what a system designer or implementer (programmer) uses to design or build executable software that interacts with the service.  That is, the service interface represents the “how” of the interaction.  Since the service interface is the physical manifestation of the service, best practices call for service interfaces that can be described in an open-standard, machine-referenceable format (that is, a format which could be automatically processed by a computer).

A Service Specification is a formal document describing the capabilities made available through the service; the service model that defines the semantics of the service by representing its behavioral model, information model, and interactions; the policies that constrain the use of the service; and the service interfaces which provide a means to interacting with the service.  A Service Specification is analogous to the software documentation of an Application Programming Interface [API].  It provides stakeholders with an understanding of the structure of the service and the rules applicable to its implementation.  It gives service consumers the information necessary for consuming a particular service and service providers the information necessary for implementing the service in a consistent and interoperable way. 

The main components of a Service Specification are the Service Description, one or more Service Interface Descriptions, and the schemas and the samples used to implement and test the service. 

A Service Description contains information about all aspects of the service that are not directly tied to the physical implementation of the service; in other words, the service interface.  A Service Interface Description is a description of the physical implementation; specifically, the service interface used in a specific implementation of the service.  Since a service can leverage multiple Service Interfaces, the Service Specification might contain more than one Service Interface Description.

[bookmark: _Toc403376028][bookmark: _Toc414451489]Service Overview

[bookmark: _Toc403376029][bookmark: _Toc414451490]Purpose

The Court to State Driver Licensing Authority Disposition Reporting Service (Court2SDLA_DR) is designed to support sharing of traffic related court case disposition information with a State Driver Licensing Agency (SDLA) for the purpose of ensuring a timely and accurate update to a commercial driver’s record.  The SDLA must update the driver record and notify the Commercial Driver's License Information System (CDLIS.  In creating this capability, it will also facilitate notification to any other entity that is interested receiving updates regarding on court disposition events. 

[bookmark: _Toc403376030][bookmark: _Toc414451491]Scope

The Court2SDLA_DR allows a requesting entity (e.g., Department of Motor Vehicles) to receive disposition update notifications when a case has been disposed in a court.  This notification is enabled based on an agreement (e.g., Memorandum of Understanding) that establishes the scope, jurisdiction-specific process model and message format for the disposition update.

This specification is intended to support the Functional Requirement Standards for
Traffic Case Management Systems, specifically functions 7.6-7.9.

[bookmark: _Toc403376031][bookmark: _Toc414451492]Capabilities

This service implements the exchange of traffic case disposition information from a reporting entity such as the local or state court to the state driver licensing authority (SDLA).  

[bookmark: _Toc403376032][bookmark: _Toc414451493]Real-World Effects

The Court2SDLA_DR Service will allow a state driving license authority to receive notification any time a traffic case has been disposed in a court with traffic jurisdiction.  

The receiving SDLA will typically consume and persist the information from a disposition report message in a local database.  This information may be used for statistical purposes and oftentimes will also trigger a workflow process to impose additional sanctions.  

If the case involves a Commercial Driver License (CDL) holder (as determined through the SDLA commercial driver license database or indicated in court records), receipt of this notification may trigger notification to the CDLIS if the CDL is issued by the SDLA.  Reporting from the SDLA into their CDLIS implementation is accomplished through a separate interface that is defined elsewhere and is not within the scope of this SSP.

[bookmark: _Toc403376033][bookmark: _Toc414451494]Summary

The Court2SDLA_DR automates reporting to the state driver licensing authority for a traffic related court case disposition.  

[bookmark: _Toc403376034][bookmark: _Toc414451495]Description

A number of agencies including the SDLA (e.g., Department of Motor Vehicles) are interested in knowing when a traffic case has been disposed.  This notification supports not only their own internal data collection initiatives, but often will also trigger the start of their own process to sanction the driver.  Finally, if the defendant is a CDL holder, then updating the driver SDLA driver record and notification to CDLIS must be made within ten days of the conviction.

The following entities play a role in this data exchange:

· General or Limited Jurisdiction Court
· State Driver License Authority

[bookmark: _Toc403376035][bookmark: _Toc414451496]Security Classification

Because the data exchange includes Personally Identifiable Information including the name, driver license number and social security number, this data exchange should be considered confidential. 

[bookmark: _Toc403376036][bookmark: _Toc414451497]Service Specification Package Version

This service specification is based on version 1.0.0 of the GRA Service Specification Package (SSP).

[bookmark: _Toc414451498]Business Scenarios

This model is designed to represent the perspective of the justice professional and describes how information might be shared between the agencies involved in a case when the violator holds a commercial driver license.

[bookmark: _Toc414451499]Primary Flow

The service consumer (General/Limited Jurisdiction Court) sends a disposition on a traffic related case to the State Driver Licensing Authority.

[bookmark: _Toc414451500]Alternative Flow

None
[image: ]

1. [bookmark: _Toc403376038][bookmark: _Toc414451501]Service Interoperability and  Interaction Requirements

The following table lists the Service Interaction Requirements established by the GRA Framework, and indicates whether each is mandatory for this service.

[bookmark: _Toc414451502]Summary of Requirements

	Requirements
	Mandatory (Yes/No)
	Justification/Notes

	Service Consumer Authentication
	Yes
	

	Service Consumer Authorization
	Yes
	

	Identity and Attribute Assertion Transmission
	Yes
	

	Service Authentication
	Yes
	

	Message Nonrepudiation
	Yes
	

	Message Integrity
	Yes
	

	Message Confidentiality
	Yes
	

	Message Addressing
	Yes
	

	Reliability
	Yes
	

	Transaction Support
	No
	

	Service Metadata Availability
	Yes
	

	Interface Description Requirements
	Yes
	

	Service Responsiveness
	Yes
	



[bookmark: _Toc414451503]Service Consumer Authentication

The service consumer must provide information in the message sent to this service that the service can use to authenticate the consumer and confirm that the consumer is a member of the federation. 

[bookmark: _Toc414451504]Service Consumer Authorization

The service must confirm that the service consumer is in fact authorized to send messages to the service.  

[bookmark: _Toc414451505]Identity and Attribute Assertion Transmission

The service consumer must make information about itself available to the service. Likewise, the service must make information about itself available to service consumers.   
 
[bookmark: _Toc414451506]Service Authentication

A service consumer must be able to verify the identity of the service in trusted manner.  

[bookmark: _Toc414451507]Message Non-Repudiation

All messages sent to this service must contain information to prove that a particular authorized sender in fact sent the message.

[bookmark: _Toc414451508]Message Integrity

All messages sent to this service must contain information for the service to confirm that the message has not changed since it left control of the sender.  

[bookmark: _Toc414451509]Message Confidentiality

All messages sent to this service must be protected in a manner that prevents anyone except the authorized recipient from reading the message.   

[bookmark: _Toc414451510]Message Addressing

All messages sent to this service must contain a unique message identifier (this supports correlation of asynchronous request/response) along with information indicating where the message originated, the ultimate destination of the message, a specific recipient to whom the message should be delivered and a specific address or entity to which reply messages should be sent, if they exist.

[bookmark: _Toc414451511]Reliability

Message senders must be able to receive notification of the success or failure of message transmissions and to permit messages sent with specific sequence-related rules either to arrive as intended or fail as a group.
[bookmark: _Toc414451512]Transaction Support

This service does not require Transaction Support.

[bookmark: _Toc414451513]Service Metadata Availability

Since this service is part of a federation, this metadata about this service must be made available to all federation members


[bookmark: _Toc344902486][bookmark: _Toc361138114][bookmark: _Toc403376039][bookmark: _Toc414451514]Service Assumptions

A log file will be maintained to track all message received and transmitted. A log file will be maintained both at the consumer/reporting entity (court) and the state driver license authority to track transmission and receipt of disposition records.  

[bookmark: _Toc344902487][bookmark: _Toc361138115][bookmark: _Toc403376040][bookmark: _Toc414451515]Service Dependencies

None.

[bookmark: _Toc344902488][bookmark: _Toc361138116][bookmark: _Toc403376041][bookmark: _Toc414451516]Execution Context 


This section is divided into sub-sections based on the implementation guidelines established in the GRA Execution Context guidelines 1.2

[bookmark: _Toc216941508][bookmark: _Toc255809702][bookmark: _Toc414451517]Reachability

The infrastructure must provide a communication path that allows service consumers to send messages to the service.

[bookmark: _Toc216941509][bookmark: _Toc255809703][bookmark: _Toc414451518]Willingness

The infrastructure must enable encryption of the communication path between service consumer (Court) and service provider (SDLA).   

The infrastructure must also provide a mechanism for the service to confirm that the message sent from the consumer has not changed since it left the control of the consumer. 

[bookmark: _Toc216941510][bookmark: _Toc255809704][bookmark: _Toc414451519]Awareness

Providers of this service should make details about the service and service interface available to potential service consumers.  

[bookmark: _Toc216941511][bookmark: _Toc255809705][bookmark: _Toc414451520]Intermediaries, Connectors, and Adaptors

The infrastructure that implements this service should do so in a manner according to section 3.4 of the GRA Execution Context Guidelines 1.2.


[bookmark: _Toc344902489][bookmark: _Toc361138117][bookmark: _Toc403376042][bookmark: _Toc414451521]Policies and Contracts

Participating entities will use memoranda of understanding (MOUs), nondisclosure agreements (NDAs), service-level agreements (SLAs), or other types of agency agreements as appropriate to document applicable policy requirements.  Global has developed GRA “Statement of Participation” and “Service-Level Agreement” policy document templates that are available for developing policies.[endnoteRef:1] [1:  http://www.it.ojp.gov/default.aspx?area=nationalInitiatives&page=1015

] 


[bookmark: _Toc344902490][bookmark: _Toc361138118][bookmark: _Toc403376043][bookmark: _Toc414451522]Security

It is recommended that the data contained within this message be considered Confidential because of the amount of Personally Identifiable Information (PII) that is included with the exchange.  Because none of the information is derived from a statewide or national criminal history repository, it does not need to follow CJIS security requirements.

[bookmark: _Toc344902491][bookmark: _Toc361138119][bookmark: _Toc403376044][bookmark: _Toc414451523]Privacy
[bookmark: _Toc344902492]
The MOUs between participating entities will further define specific privacy requirements.  In many jurisdictions, while conviction information is considered public information, the PII contained within the exchange is private.

[bookmark: _Toc414451524]Other Requirements

None

[bookmark: _Toc361138120][bookmark: _Toc403376045][bookmark: _Toc414451525]Additional Information

None


[bookmark: _Toc414451526]Service Model

[bookmark: _Toc414451527]Information Model

[bookmark: _Toc414451528]IEPD Reference

The Court to State Driver Licensing Authority Disposition Reporting Service uses the Traffic Disposition Reporting IEPD.  This IEPD exists in the artifacts/service_model/information_model directory of the Service Specification Package for this service.  

The IEPD provides an example where the defendant was found guilty by the court of jurisdiction of a traffic related offense.  It was developed using NIEM 4.1.

The message will support the sharing of disposition information related to a single charge.  Multiple charges in a single case must be reported through multiple transactions.  This fully normalized approach simplifies both creating and consuming the message by ensuring that there are no ambiguities regarding which charge to which disposition information pertains. 


[bookmark: _Toc309561675][bookmark: _Toc255809715][bookmark: _Toc414451529]Data Inputs 

This message includes detailed information about a disposition as well as people, places, things and activities associated to the disposition. 

[bookmark: _Toc309561676][bookmark: _Toc255809716][bookmark: _Toc414451530]Data Outputs

This is an asynchronous service so there are no data outputs on this service.

[bookmark: _Toc309561677][bookmark: _Toc255809717][bookmark: _Toc414451531]Data Provenance

The data used to consume this service originates with the reporting agency.  

[bookmark: _Toc309561678][bookmark: _Toc255809718][bookmark: _Toc414451532]Behavior Model

[bookmark: _Toc196967033][bookmark: _Toc309561679][bookmark: _Toc255809719][bookmark: _Toc414451533]Action Model

	Action Name:
	Report Traffic Disposition

	Action Purpose

	A service consumer will invoke this action in order to report traffic case disposition information.  


	Action Inputs
	Action Outputs

	Traffic Disposition Report Document

	Not applicable

	Action Provenance

	The data provenance for this action is identical to that of the information model for this service.



[bookmark: _Toc196967034][bookmark: _Toc309561680][bookmark: _Toc255809720][bookmark: _Toc414451534]Process Model

This service offers one action for reporting dispositions 

· Report Traffic Disposition - A service consumer such as a general or limited jurisdiction court will invoke this action on the service to report a disposition on a traffic case.  The consumer will receive an acknowledgement notifying of a successful transmission or failure to transmit.


[bookmark: _Toc414451535]Appendix A—References 


	Functional Requirement Standards for
Traffic Case Management Systems
	http://www.ncsc.org/~/media/Files/PDF/Technology/TrafficStandards-Approved2005.ashx




 


[bookmark: _Toc414451536]Appendix B—Glossary

[This section is used to list glossary terms used in the document]

	ACRONYM/ TERM
	DEFINITION

	CDLIS
	The Commercial Driver’s License Information System (CDLIS) is a nationwide computer system that enables state driver licensing agencies (SDLAs) to ensure that each commercial driver has only one driver’s license and one complete driver record. (AAMVA.org)

	SDLA
	State Driver Licensing Authority.  This is the organization that is typically responsible for reporting on the status and driver history on a driver license issued by that state
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[This section is used to document the history of the service description document]

	Date
	Version
	Editor
	Change

	11/10/2014
	0.1.0
	Aaron Gorrell
	Initial Draft

	3/2/2015
	0.2.0
	Aaron Gorrell
	Update Document, Modify Service Name, Multiple

	2019-07-12
	0.3.0
	Tom Carlson
	[bookmark: _GoBack]Update NIEM Version
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