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[bookmark: _Toc243977085][bookmark: _Toc312849610][bookmark: _Toc312850605][bookmark: _Toc312850632][bookmark: _Toc413335509]Document Conventions

In this document, use of a bold small-caps typeface, as in this EXAMPLE, indicates an important concept or a term defined either in the glossary or in the body of the text at the point where the term or concept is first used.

[bookmark: _GoBack]In this document, use of a bold caps typeface, as in this [EXAMPLE], indicates an important resource document noted in the Reference Section of this document.


1. [bookmark: _Toc119917654][bookmark: _Toc243971950][bookmark: _Toc312916965][bookmark: _Toc312916977][bookmark: _Toc314130830][bookmark: _Toc413335510]Introduction

In the context of the GRA and Service-Oriented Architecture [SOA] in general, a service is the means by which one partner gains access to one or more capabilities offered by another partner.  Capabilities generate real-world effects that can be as simple as sharing information or can involve performing a function as part of a complex process or changing the state of other related processes.  Government organizations have numerous capabilities and a multitude of partner organizations, both inside and outside of their traditional communities.  There are significant benefits for these organizations to share information and have access to each other's capabilities.  Achieving interoperability among these organizations requires alignment of business and technical requirements and capabilities.  In addition, it is critical to have a consistent way of specifying these requirements and capabilities and sharing them across organizational boundaries.  The GRA was developed to facilitate interoperability and to assist in meeting other key requirements common in a complex government information sharing environment.  In order to achieve interoperability, a consistent approach must be defined to identify, describe, and package services and their interactions in many different technical environments, across multiple government lines of business, at all levels of government, and with partner organizations. 

The GRA defines a service interface as “the means for interacting with a service.”  It includes specific protocols, commands, and information exchange by which actions are initiated on the service.  A service interface is what a system designer or implementer (programmer) uses to design or build executable software that interacts with the service.  That is, the service interface represents the “how” of the interaction.  Since the service interface is the physical manifestation of the service, best practices call for service interfaces which can be described in an open-standard, machine-referenceable format (that is, a format which could be automatically processed by a computer).

A Service Specification is a formal document describing the capabilities made available through the service; the service model that defines the semantics of the service by representing its behavioral model, information model, and interactions; the policies that constrain the use of the service; and the service interfaces which provide a means to interacting with the service.  A Service Specification is analogous to the software documentation of an Application Programming Interface [API].  It provides stakeholders with an understanding of the structure of the service and the rules applicable to its implementation.  It gives service consumers the information necessary for consuming a particular service and service providers the information necessary for implementing the service in a consistent and interoperable way. 

The main components of a Service Specification are the Service Description, one or more Service Interface Descriptions, and the schemas and the samples used to implement and test the service. 
A Service Description contains information about all aspects of the service which are not directly tied to the physical implementation of the service; in other words, the service interface.  A Service Interface Description is a description of the physical implementation; specifically, the service interface used in a specific implementation of the service.  Since a service can leverage multiple Service Interfaces, the Service Specification might contain more than one Service Interface Description.

[bookmark: _Toc81198905][bookmark: _Toc81214724][bookmark: _Toc119917655][bookmark: _Toc309225080]This document is a Service Interface Description for the Disposition Reporting Service, version 1.1.0.

[bookmark: _Toc413335511]Physical Model
This service interface is an implementation of the Court to State Driver Licensing Authority Disposition Reporting Service (Court2SDLA_DR) using web services in accordance with the GRA Reliable Secure Web Services Service Interaction Profile, version 1.3 [GRA RS WS-SIP] and the GFIPM Web Services System-to-System Profile [GFIPM WS S2SP].  More specifically, this service MUST act as a web service provider (WSP) in accordance with section 9.1 of [GFIPM WS S2SP], entitled “GFIPM-WS Consumer-Provider SIP”.   Any consumer of this service MUST act as a web service consumer (WSC) in accordance with section 9.1 of [GFIPM WS S2SP].
[bookmark: _Toc216756890][bookmark: _Toc413335512]Service and Consumer Conformance Requirements
Conformant implementations of this service specification must adhere to section 9.1.2, Normative Conformance Requirements, of [GFIPM WS S2SP], more specifically: 
All consumers of this service MUST be web service consumers (WSC) according to section 9.1 (GFIPM-WS User-Consumer-Provider SIP) of [GFIPM WS S2SP].
This service MUST be implemented as web service provider (WSP) according to section 9.1 of [GFIPM WS S2SP]. 
[bookmark: _Toc309225081]
[bookmark: _Toc413335513]Service Interaction Requirements
The following table is a carryover from the Service Description Document for this service.  This table identifies specifications that define normative requirements for meeting service interaction requirements in accordance with [GRA RS WS-SIP].  
Each requirement listed below as “mandatory” must meet the conformance requirements established in [GRA RS WS-SIP].  
	Requirements
	Mandatory (Yes/No)
	Justification/Notes

	Service Consumer Authentication
	Yes
	

	Service Consumer Authorization
	Yes
	

	Identity and Attribute Assertion Transmission
	Yes
	

	Service Authentication
	Yes
	

	Message Nonrepudiation
	Yes
	

	Message Integrity
	Yes
	

	Message Confidentiality
	Yes
	

	Message Addressing
	Yes
	

	Reliability
	Yes
	

	Transaction Support
	No
	

	Service Metadata Availability
	Yes
	

	Interface Description Requirements
	Yes
	

	Service Responsiveness
	Yes
	



[bookmark: _Toc413070790][bookmark: _Toc413335514]Service Consumer Authentication
The service consumer must provide information in the message sent to this service that the service can use to authenticate the consumer and confirm that the consumer is a member of the federation. 
[bookmark: _Toc413070791][bookmark: _Toc413335515]Service Consumer Authorization
The service must confirm that the service consumer is in fact authorized to send messages to the service.  
[bookmark: _Toc413070792][bookmark: _Toc413335516]Identity and Attribute Assertion Transmission
The service consumer must make information about itself available to the service. Likewise, the service must make information about itself available to service consumers.   
[bookmark: _Toc413070793][bookmark: _Toc413335517]Service Authentication
A service consumer must be able to verify the identity of the service in trusted manner.  
[bookmark: _Toc413070794][bookmark: _Toc413335518]Message Non-Repudiation
All messages sent to this service must contain information to prove that a particular authorized sender in fact sent the message.
[bookmark: _Toc413070795][bookmark: _Toc413335519]Message Integrity
All messages sent to this service must contain information for the service to confirm that the message has not changed since it left control of the sender.  
[bookmark: _Toc413070796][bookmark: _Toc413335520]Message Confidentiality
All messages sent to this service must be protected in a manner that prevents anyone except the authorized recipient from reading the message.   
[bookmark: _Toc413070797][bookmark: _Toc413335521]Message Addressing
All messages sent to this service must contain a unique message identifier (this supports correlation of asynchronous request/response) along with information indicating where the message originated, the ultimate destination of the message, a specific recipient to whom the message should be delivered and a specific address or entity to which reply messages should be sent, if they exist.
[bookmark: _Toc413070798][bookmark: _Toc413335522]Reliability
Message senders must be able to receive notification of the success or failure of message transmissions and to permit messages sent with specific sequence-related rules either to arrive as intended or fail as a group.
[bookmark: _Toc413070799][bookmark: _Toc413335523]Transaction Support
This service does not require Transaction Support.
[bookmark: _Toc413070800][bookmark: _Toc413335524]Service Metadata Availability
Since this service is part of a federation, this metadata about this service must be made available to all federation members
[bookmark: _Toc309225082][bookmark: _Toc413335525]Interface Description Requirements
This service interface describes itself using WSDL 1.1 and WS-Policy 1.2.  

[bookmark: _Toc309225083][bookmark: _Toc413335526]Message Exchange Patterns

	[bookmark: _Toc225902876]Action Name
	Message Exchange Pattern

	Report Traffic Disposition
	Fire-and-Forget 




[bookmark: _Toc309225084][bookmark: _Toc413335527]Message Definition Mechanisms
All messages sent to this service interface must be a single SOAP message (defined as the message conformance target in [WS-I BSP 1.1]) that meets all requirements of this service and is valid according to this service’s information model (IEPD).  

[bookmark: _Toc309225085][bookmark: _Toc413335528]Policies and Contracts
[bookmark: _Toc309225086][bookmark: _Toc413335529]	Automated Service Policies
The WSDL for this service defines security and addressing policies using WS-Policy 1.2
[bookmark: _Toc309225087][bookmark: _Toc413335530]	Automated Service Contracts
The web services description language (WSDL) file for this service serves as a contract for interaction with this service.
[bookmark: _Toc309225088][bookmark: _Toc413335531]	Nonautomated Service Policies and Contracts
None
[bookmark: _Toc309225089][bookmark: _Toc413335532]Umbrella Agreements
Not applicable.
[bookmark: _Toc309225090][bookmark: _Toc413335533]Security
Security requirements for this service are addressed in Service Interaction Requirements section.
[bookmark: _Toc309225091][bookmark: _Toc413335534]Privacy
Not applicable. 
[bookmark: _Toc309225092][bookmark: _Toc413335535]Service Testing
[bookmark: _Toc228792630]To be determined.
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[bookmark: _Toc211314230][bookmark: _Toc243971645][bookmark: _Toc243971961][bookmark: _Toc243972489][bookmark: _Toc243977099][bookmark: _Toc312850646][bookmark: _Toc312916988][bookmark: _Toc314130862][bookmark: _Toc413335536]Appendix A—References 

	[bookmark: _Toc228800455][bookmark: _Toc243971962][bookmark: _Toc243972490][bookmark: _Toc243977100]GRA RS WS-SIP
	GRA Reliable Secure Web Services Service Interaction Profile, version 1.2 – http://it.ojp.gov/docdownloader.aspx?ddid=1134 

	
GFIPM WS S2SP
	GFIPM Web Services System-to-System Profile 1.0 http://www.it.ojp.gov/docdownloader.aspx?ddid=1716

	WS-I BSP 1.1
	http://www.ws-i.org/Profiles/BasicSecurityProfile-1.1.html 

	GFIPM CTM
	GFIPM Cryptographic Trust Model http://www.it.ojp.gov/docdownloader.aspx?ddid=1338 
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[bookmark: _Toc312850647][bookmark: _Toc312916989][bookmark: _Toc314130863][bookmark: _Toc413335537]Appendix B—Glossary

[bookmark: _Toc211314232][This section is used to list glossary terms used in the document]

	[Glossary term or acronym]
	[Glossary Term or acronym description]
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[bookmark: _Toc228800456][bookmark: _Toc243971963][bookmark: _Toc243972491][bookmark: _Toc243977101][bookmark: _Toc312850648][bookmark: _Toc312916990][bookmark: _Toc314130864][bookmark: _Toc413335538]Appendix C—Document History
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